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The Wider Context
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Cyber Security

 Increasing risk and charities can be vulnerable 

 Increased frequency and sophistication of attacks
“a belief in the importance of data protection did not 

always translate across into thinking that cyber security 

was important” 1

1 DCMS Cyber Security for charities report 

17%

79%

1%2%1%

Has your charity ever experienced a cyber attack? 

Yes

No

Does not apply - do not use computers

Don't know

Refused

6%

6%

18%

24%

35%

41%

Password attacks - A third party
trying to gain access to your

systems by cracking a password

Denial of service attack - Focuses
on disrupting the service to a

network. A

Other (website/phone)

Malware - A code with malicious
intent that steals data or destroys

something on the computer

Phishing - Often posing as a
request for data from a trusted

third party

Ransomware attack - e.g.
WannaCry requesting bitcoin

payment to restore access to files

Which of the following type(s) of cyber-
attack was it?

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/635593/Cyber_security_among_charities_-_findings_from_qualitative_research_-_DCMS.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/635593/Cyber_security_among_charities_-_findings_from_qualitative_research_-_DCMS.pdf
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77%

60%

76%

96%

22%

36%

24%

4%1% 4%

Total Turnover less than £500K Turnover 500K to £1.5M Turnover over £1.5M

Are you aware of the new EU General Data Protection Regulation (GDPR) 
that is being introduced in May 2018? 

Yes No Refused

GDPR - Survey Results
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6% 7% 5% 8%

46%

13%

50%

60%

37%

47%

39%
28%

10%

33%

5% 4%

Total Turnover less than £500K Turnover 500K to £1.5M Turnover over £1.5M (25)

How would you rate your level of knowledge about the impact GDPR will have 
on your charity? 

Know everything I need to know Fairly well informed

Some awareness but would like to know more Very little or no knowledge

GDPR - Survey Results
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Sample Base: Base: Those aware of the GDPR = 78 respondents 

92%
80%

97% 92%

5%

13%

3%
4%

1% 7%1% 4%

Total Turnover less than
£500K

Turnover 500K to
£1.5M

Turnover over
£1.5M

Do you think your charity will be ready to comply with the EU 
General Data Protection Regulation (GDPR) when it is introduced 

in May 2018?

Yes No Don't know Refused

The main barrier for 

not being ready:

We don't know 

enough about what 

the changes to 

regulation will mean 

for us

We don't know where 

to go for advice and 

guidance

GDPR - Survey Results
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GDPR

 First major change in data legislation since 1998

 Consent debate important but only one part of GDPR

 New data breach notification regulations

November 2017

 Fair processing & Privacy Notices

 Fines regime

?
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Risks - Management

Cyber Security

 Review Risk Management Plans

 Basic IT security protections (e.g.. patches, firewalls) 

 Government Support

 Charity Support

 Cyber Insurance

GDPR

 ICO advice (guidance on consent)

 Review data strategy and governance

 Review all data held and update policies

 Incident notification and recovery plans
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Conclusion

 Take seriously and manage data effectively - but no need to panic!

 Review what data is held and where it is shared 

 Basis of processing and consent

 Keep data secure and plan for worst case scenario

 Get advice where needed
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